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6 rEFENERE O RE] 27U vIULET,

7 TERIRE 1, CERRIEORHERELET,
BHOERRERGEZRTET 255, EIREESZVDEBEX TEMRELEX T,

8 [oKl 2V vHLEY,

9 Tipsec; @ TiPsecy T [B#] EB/RLET,

10 THTTPSEBEDRS 1 THTTPSIEBIE % IPsec DERATIR ET 2 & =X [H
] EBRULET,

Il oKl #59vy o ULET,
12 (m779KR] 29Uy o ULET,

telnet T IPsec ZERE T D

AEET(E. Web Image Monitor DIEMMC, telnet ZEA U T IPsec :REDARHER. REZE
BZIDIENTEEXYT, T TIE IPsec ICBHET 2 AY Y RZFHABL XTI, telnet Z{EHA
$HEE BEELLTOVAVIRHEDOI—F—AOHAEIE adming /XAT—RO
YIHAMBIZZE TS, telnet DAYV A Y AE, BEAECDODWTIE YT RNIITHA Ry H
ROEMR, ZsRULTEEW,

WEE )

- BERETE (KE) TREEARICIEIRAEZFEAT % & Zld. Web Image Monitor TFERAE
DEAREZIT> TLLE W, telnet IFFEAEZEDEAICHIGEL TWEH Ao

IPsec BEDREBRERTI D& =, lpsecy AVY REFEARALEY,
¢ HEDREDRT
msh> ipsec
« UT D IPsec BEDREBHEN I N TEHRRSNET,
IPsec iR E DR EE
FEIRRTE DOERI SA FREE
FERBREDT 7 AL~ SAREE
BB E DER IKE REE
BERREDT 7 4L b IKE REE
¢ BEDREDFEIRT
msh> ipsec -p
- IPsec I EDOREBRZDEIL TERRLET,

FHRFZEDRR - HEIF. lipsec manual mode; ANV Y RZFERALET,

¢ REDREDRT
msh> ipsec manual _mode
- FERREDRERBIRTINET,
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¢ FHIRREDRE
msh> ipsec manual_mode {on|off}
- FERRBECEWICTBICE Tons Z. EWICTBICF Tofff ZFBELET,

IPsec BRARR 7O L D)L DERR - BEIE. Tipsecexclude; XY REFEHULET,

¢ REDREDRR
msh> ipsec exclude

- BEDORANK IO N JDRRENET,
¢ BRARKRTON JILORE

msh> ipsec exclude {https|dns|dhcp|wins|all} {on]off}

CREITZHIONINEEEL. RAWNRETZEEEF Tons 2. BRAWRICLABWE
Zid Toffy ZHEELE I, 7AMILT Taly ZIEITZEINRTOTONIILDHK
EDN—ETITZAES,

FEPEEKZTED SAREDRMR - FREI. Tipsec manualy AXY RZEFEHUET,

» BEOBEORT

msh> ipsec manual {1]|2|3]|4|default}

- BERRREDHRENBTZRNRT & ZIFERREES "1 ~4 ZEELET,

cTITAINBREDRENRZRNRNT D EEIE Tdefaulty ZIEELF T,

- REMEZEEUIES. BRE 1 ~4 ETT7AIMNREDREBBRNIT N TERRS
nxI,

¢ REDEMNL
msh> ipsec manual {1|2|3]|4|default} disable
- REZEWLIT ZEFREES 1 ~4 ZEELERT,
c FTITAINREZEICERET D EEE Tdefaulty ZIBELET,
¢ BRIREDOO—HIL/VE—RPRLADEE
msh> ipsec manual {1|2|3|4} {ipv4|ipv6} A—AHIL 7 KLA UE—KF7 KL R
-ERREESZEEL. FRAISZ P RLRAYATZEELILET, O—AILFRLR
EJVE—RNPPRLAZEBELEXT,
cA—AIFZRLA, UE—KRZ7RLRADEIRF, PRLRAYATHIPv4 DIFE. 7 RL
X®%EW1%AHT0%®¥ﬁETWm%HU%? ELET, PRLRIATH
IPv6 DIZE. 7 KL ZADEIC Ty ZANT 0-128 DEHKYET "masklens ZIEEL X,
PRLADEEBEZERUILE ZF, REDEKRENRTRINET,

¢ TITAIKRBEDFZ RLRAY A TDERE
msh> ipsec manual default {ipv4|ipv6|any}
cTITAINREREDZ RLRAYA TZ2EEELEX T,
- IPv4 & IPV6 DT DT RLAY A TZIEET 2HBE(E Tanys ZHEELX T,
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¢ X2V TF—7ORJIDERE
msh> ipsec manual {1|2|3]|4|default} proto {ah|esp|dual}
-BERREES. LT I7AINREZEEL, AT X2 UT«—70OM3)L
ZHEELEX T,
- AH ZEAY 5 & E(d Tahy. ESP ZEAT 5 & E(d Tespy. AH + ESP ZEAY 5 &
EiF Tdualy ZHEELEY,
cEF2UTA—TORINOEEEZEBLUICEEEF. REORENRRSNETT,
¢ SPI{EDEE
msh> ipsec manual {1]2|3|4|default} spi HFHFD SPI B AHAMED SPI B
-ERIREES. KBETT7AINREZIBEL. HAOAM/ ADABOD SPIHEZIEE L
x9,
- HBAAR. AAAFMESICT, SPIBEIF 256 ~ 4095 DEID 10 EHTHEEL X T,
- SPHEDIEEZBR LU cEZ R}, MEDRENKREINET,
¢ h7EIMEE—RODRE
msh> ipsec manual {1|2|3]4|default} mode {transport|tunnel}
- ERIREES. KRBT TIAINREZEEL. W T7EIMEE—RZRELEX T,
s NS YVRAR—ME—RZFEHRT 2 EZE Transports. MY RILVE—RZFERTZEE
(& Tunnels ZIBELFT,
cTITAILNEREDZ RLRATATT Tanyy ZHELTWB EEIF. AT EILEE—FR
IZ Ttunnely ZIBEIT B LIFTEFRA,

¢ bURILVE-—RDER/HERIP 7 RL ADRE
msh> ipsec manual {1]2|3|4|default} tunneladdar 38 IP 7 RL X &&= IP 7 R L X
- ERRERS. TR TI7AIINREZEEL. PYRILE-—FOBRIPTZRLRE
REIPPRLRAEZEELEY,
R/ BRIPZRLAOHEADEEEZER UL EF BEDRENKRREINKT,
¢ REEZ LTV XL EFREERDERE
msh> ipsec manual {1|2|3]|4|default} auth {hmac-md5|hmac-shal} FREHE
- ERREES. FETT7AINRKEZEEL. RAFILITVILZEELE LT &
AERZEREELE T,
- Wil Z 16 EMTHRET D& EF. FLEICX Z(MUTEELX I,
- AR ZE P AF—XFITEET DS}, ZOXRFEBEELET,
CREETIILT VAL EREROMA DIEEBZEBLIcE EF. REORENKRSN
9. (FEALRIFIERT)
CBESTILTVXLEBSRORE
msh> ipsec manual {1|2|3|4|default} encrypt {null|des|3des|aes128|aes192|aes256}
ERey
- BRIREES. LR TIAINREZEEL. BE7IILITVXLZEELLLET, B
SRZEEELET,
- BESRT 16 EMTREIDESE. KBICOX ZMMUTEELEXRT. BS7ILTY
ALTTuly ZBRUIBEERIE 2 ~ 64 HTDERDORS ORBSREZEEL TILEE W,
CBEEREFAF—XFITEETZEZEF. ZOXFEELEXIT., BSFZILTVXLAL
T Tully ZBRUBEIE 1~ R XFOABORSOESREZHEEL TS W,
-BES7IILTVALEESROMADIEEEZEBLIcE EE. REDORENKRRSN
9. (BSRIFIFFRR)

123



124

5. Ry hT—=UDtEF21UTs—51k

¢ FE# (manual) REMEDOHAL
msh> ipsec manual {1|2]3]|4|default|all} clear
- REMBZARL T 2ENREES. LR TITAINREZEELEX T, Talh ZIEE
THEINRTCOERNBREET 7 A NEREZYHAELLE T,

BHEERTED SAREDERR « REIL. ipsecike AVY REFERLET,
¢ BEDREDRR
msh> ipsec ike {1|2|3|4|default}
- ERREDHKREARZRTI DS FEMNBREES 1 ~4 ZIEELET,
cTI7AINNEREDEREABRZRIT D& EF Tdefaulty ZHELE T,
- REEZEAULES, BRIRRE1 ~4 ETT7 A MNREDREBRNINRNTERRS
nijo
¢ SREDEML
msh> ipsec ike {1|2]3|4|default} disable
- REZEMLT 2ERREES 1 ~4 ZEELERI,
cTI7AINEBREEZEMCERET 2L EE Tdefaulty ZIBELET,
¢ EREREDO—HIL/VE—R7RLADEKRE
msh> ipsec ike {1|2|3|4} {ipv4|ipv6} A—AHIL 7KL A UE—-KF7RL X
- ERREESZEEL. FRAIZ 7 RLRAYA T7ZEELLET, A—AILFPRL XA
EVE—RNPRLRZEELET,
cA—AIWFZRLA YUE—KPRLRADfEIF. ZPRLRAZATHIPv4 DIFE. 7 RL
ADEIC T/ ZANTO0-32 DEHYET masklens ZIBELEFET, PRLRIATH
IPv6 DiFE. 7 KL ADREIC T/) Z AN T 0-128 DEHIET "masklens ZIEEL £,
c PRLADEEEZEBLUIEZE. BEORENKRRINET,
¢ TITAIREREDFP RLRAY A TDERE
msh> ipsec ike default {ipv4|ipv6|any}
cTITAIKBREDFPZ RLRY A TZIEELE T,
< IPv4 & IPv6 DA DT RL RS A 7ZIEET %5EEE Tanys ZIEELE T,
¢ WESHEOBRE
msh> ipsec ike {1]2]3|4|default} proc {apply|bypass|discard}
-EBRIREES. R TI7AINIREZEEL. BEULLZ RLRAICKHT /T Y
NDIBH EZEELER Y,
c YT BT Y MIRUT IPsec Z#EAT 2 & E . Tapplys ZIBE L. IPsec Z#EH
UirWE EIE, Toypassy ZIEELE T,
c U BTy NEFET D EEE. discard; ZIEELE T,
IBEAFEDEEBZRAKBLUCEZF. BEORENKRRINET,

X2 UTF—7ORINDEE
msh> ipsec ike {1|2|3|4|default} proto {ah|esp|dual}
-ERIREES. LRI TI7AIINREZEEL. AT X2 UT—70OK3)L
ZHEELE T,
- AHZ{ERT 2 EEE Tahy, ESP ZEAT 2 & =(E Tespy. AH + ESP ZERT 5 &
ZlE Tdualy ZHEELET,
cEF2UT—T7ORINDOEEEZEBLUCEEZF. REORENKRTEINET,
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¢ ERLARILDEEE

msh> ipsec ike {1]2|3|4|default} level {require |use}

- ERREES. TR TT7AILNREZEEL. IPsec DERLANILZIEELET,

- Trequire; ZIBET 2 &, IPsec NFIFETERVWE ZITIFBENTEFEA, Tuses &
IBET D&, IPsec NMFBETERWE ZICITEEDBEZITV. IPsec A FIFETIRER &
ZICE IPsec BEZITWE T,

cEBRINVOEEEZERLUCEZEF,. REDORENKRRINET,

¢ 7 EIMEE—RDERE

msh> ipsec ike {1|2|3|4]|default} mode {transport|tunnel}

- ERIREFES. R TIAINREZEEL. W T7EIIMEE—RZRELE T,

s NS VRAR—FME—RZFEHTZEZE Transports. MY RILVE—RZFERTZEE
(& Ttunnely ZIEEL X,

cTT7AIKEREDFZ RLRAZATT Tany; ZIEELTWB EERF, A7EIMEE—R
I Ttunnely ZIBEIT D &ETE XA,

A7 EIMEE—RDIBEEZEBLUI-EZE, BEORENKRINE T,

¢ FURILE—ROBR/ERIP P RLADEE
msh> ipsec ike {1|2|3|4|default} tunneladdar 8= IP 7 KL X #&=IP 7 RL X
- ERREES. FLEFTIAINNREZEEL. FYRILE—ROBRIPFZRLRE
BRIPZRLRAZIEELE T,
R /EEIPPRLADIBEEZEBUICEZE. BEORENRRINET,
¢ |KKE DHEFRIEARNDEE
msh> ipsec ike {1|2|3|4|default} auth {psk|rsasig}
- ERREES. R TI7AINREZEEL. BFFAEARZEELET,
- ERIHRBERICLZRAARZFERAITDEEE Tpsky ZIBEL. AEHEICKZRIEAR
EHERATDEEE Mrsasigy ZEREULE I,
AAEIC K BRRAARZERT 2 & &, SHICHEEREPSZSZEA L. IPsec ADAERA
EZEDYUTTHELDBENB D XT, HIBRAAZTDEAIE Web Image Monitor Z{EF
ULTRELET,
- Tpsky ZIBEULZEEIFE, PSK XFFDERENDETT,

¢ PSK XF5|DEE
msh> ipsec ike {1|2|3|4|default} psk PSK 33l
- BFFEAEAXTPSKZERL TWB EE, BARREESRCET 74 NREZIEE
U. PSKXFHZEELXT,
s PSKXXFAE 7 A F —XF (32 XFLUR) THEELE T, AT DI LETEXRE A,

¢ ISAKMP SA (7x—X1) ®/N\Yy2a7I)LTdY XLDEE
msh> ipsec ike {1]2]3|4|default} ph1 hash {md5]|shal}
cBRIREES. FRETIAINNEREZIBEL. ISAKMP SA (7x—X 1) TEAT
ZN\yyaFZ)TYXLEZBELED,
- MD5 Z{#EAT D EEE'Md51 ZIBEL.SHA1 ZFRIT 2 &= Tshal, =BELE T,
N\ YaFZITVZXLDEEEEZEKUICEZE. BREDRENRRINET,
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¢ ISAKMP SA (7 x—X1) OBES7ZILIYXLDERE
msh> ipsec ike {1]2]3|4|default} ph1 encrypt {des|3des}
- ERIREES. LRI TTAINREZIEEL. ISAKMP SA (7 x—X 1) THERY
SEES7ZILITVILZEELED,
-DES Z I 5 & =ik Tdesy ZIEE L. 3DES ZFEAT 5 & = M3des) ZIBELF T,
cBEE7ILTVILDIEEEZEKUIZEZE, BEORENKRINET,

¢ ISAKMP SA (7 x—X 1) O Diffie-Hellman 7 )IL—7&S D&E
msh> ipsec ike {1|2|3|4|default} ph1 dhgroup {1]|2]14}
cBRIREES. FRETIAINNEREZIBEL. ISAKMP SA (7x—X 1) TEAT
% Diffie-Hellman 7' )L —7&S5%#BEL X,
cFRITZ I TESEEHESRETEELE T,
N —TEBESDREMEZEB U EEE. BEDORENRIEINET,

¢ ISAKMP SA (7 x—X'1) OBEMEAEDEKRE
msh> ipsec ike {1|2|3|4|default} ph1 lifetime B%hEEMHE
- ERREES. KETTAIMREZEEL. ISAKMP SA (7xz—X 1) OB
BzEELXT,
- BENHEAR ST HAIT 300 ~ 172800 DEIDEHETEEL £,
- BEMHEBOEEBEEZRARLUCEZERF. BEORENKRRINET,
¢ IPsec SA (7x—X2) OFFEEF LTV XLDKRE
msh> ipsec ike {1]2|3|4|default} ph2 auth {hmac-md5|hmac-shal}
- ERIREES. BT ITAIIREZEEL. IPsecSA (7 x—X2) THERAT SR
HEFILTYILEZEBELET,
- BEROTIATINTIVXLZEETSEER () TRY>THEELET, COEE ]
EOREMB/RRNFELEIBLZOSVWFILT ) XLHNSRRINE T,
CREET I TV LDIEEEZER UL EF. BEOKRENKRRINET,
¢ IPsecSA (7x—X2) OES7ZIIYXLDEE
msh> ipsec ike {1|2|3|4|default} ph2 encrypt {null|des|3des|aes128|aes192|aes256}
- ERREERS. KT T7AINREZEEL. IPsecSA (72 —X2) THEAI B
SFFPILTVILZEBELET,
cBHOBESTIVITVZILZEEIZEEE () TRUL-TEELET., CDOEE, 1]
EOHREMB/RRIFEBEIBEVCOSVWFILIT) XLANSRRINE T,
cBE7ITVILOEEEZEAKR LI EE, BEORENERRINET,
¢ IPsec SA (7 x—X2) @ PFS DFRE
msh> ipsec ike {1]2|3|4|default} ph2 pfs {none|1|2|14}
- ERREES. TR TITAILNREZIBEL. IPsec SA (7 —X 2) @ PFS TfE
Fi9 % Diffie-Hellman 7' )L — &S %ZE8EL X T,
AT TIN—TESEESRETEELEX Y,
NN —TEBSOEEBZEKLULEEZRE. BREORENRTINET,



BIERRORE & ESLRE

¢ IPsec SA (7 x—X2) OBEMHEDRE
msh> ipsec ike {1|2]3|4|default} ph2 lifetime B%hEERE
- ERIREES. FR@FTTAINNREZEEL. IPsecSA (7 —X2) OBEMHE%
BELEI,
- BENHEAR (EFHAIT 300 ~ 172800 DREIDEHETEEL £,
- BYHEBOEEBZRARLUCEZR. BREDORENKTRINET,
¢ BB (ke) REMEOVHL
msh> ipsec ike {1|2|3|4|default|all} clear
- REEZAHE T EMNREES. XLFTTIAINREZEELE I, Talh ZIEE
THEINRTCOBEREREET 7 A NEEZTHELLE T,

REERDVS IPsec ZEMICERTET S

] [(A=a2-] £—%@WULET,
2 [a] [v] £—%ULT [41v9—T7—RBE] =FIRL. [0K] £—

ERUET,
J [a] [v] F—%BULT [RY FT—2F%E] EFIRL. [OK] F—%@
LET,

4 [4] [v] £+—%=#8LT [IPsec] £BIRL. [OK] F—%BULET,
S [a] [v] F—%#ULT [EW] %8IRL. [OK] F—EBULET,
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5. Ry hT—=UDtEF21UTs—51k

telnet FEERIFDEREEIC DLW T

telnet #EAT I EE, EEEELTCOVA VT IBEEOI—Y —ZOPHAEIL admin, /¢
27— ROYEAEIZZE T, telnet ODOY A Y AE. BIEAEICOWTIK, TY T RhDITF7
4Ry ERDER, 2SBLTIEEL,

authfree AV¥ > RICDWT

telnet T authfree ANV RZEFRAT D E 7YV -V g TRABOTAERAT D IP 7
LABBERREETOSIENTEET, BARAFIHIORRE &Eﬁﬁi%?@t&b??o
¢ BEDEREDRT

msh> authfree

« T =g THADRIEEBRNCEKES N TWRWGES, SREBRAHIEOBRITR
MCEXHA

¢ IPv4 7 R L ADERE

msh> authfree X¥%R ID range_addr1 range_addr2

¢IPv6 PRLADL VI TDRE
msh> authfree X¥&R ID range6_addr1 range6_addr2

¢IPv6 PRLRADYRY TOHRE
msh> authfree X&R ID mask6 addr1 masklen

¢ |EEE 1284/USB DR E
msh> authfree [parallel| usb] [on]off]

- authfree BEEZ BRI BICiE Tony =, EMCT D EZIE Toffy; ZIBELE T,
A VI =T —REBITIEEL TLEE L,

¢ REZETBHEEICRY

msh> authfree flush
Dz
<IPv4 & IPv6 DR ID I&. FNEN1I~5D 54N RETEET,
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